Glass Cockpit Project

(Draft 1, work in progress)

Overview

Objectives

More enjoyable and safer flying:  To make flight more enjoyable and safer by reducing navigation workload, by providing automated engine & flight systems monitoring and by storing and displaying certain electronic databases and imagery.  The key motivation for the project is to 

use computer technology to enhance the cockpit and help the pilot. 

Safe, Reliable Design: Reliability at or above conventional homebuilt aircraft avionics systems.

Simple, Modular and Extensible: The design has to take into consideration both ends of the spectrum.   From somebody who wants an extremely low-cost simple instruments package, perhaps nav only, or engine management only to those who want all of the bells and whistles… fly it IFR regularly… of a full glass cockpit, including situational awareness.  In order to satisfy both ends of the spectrum (and everybody else in between), the architecture must be simple, modular, and extensible.

Simple and Affordable:  The cost of a complete (see section: Example Minimum Digital Instrument Suite for VFR) Hardware & purchased software not to exceed $1k for a simple system (no AHRS, Nav, Com equipment) and not to exceed $10k for a complex one. Total time for R&D and initial software development not to exceed 1 year

Foster Technology Advancement:  Put this information and work in the public domain with the intent of fostering the advancement of sport and general aviation by the improvement of cockpit avionics design.

Approach

Digital Instrumentation:  Replace conventional aircraft instrumentation with digital instrumentation and displays.  

Open System:  All Specifications to be kept public, Any device meeting specifications can be plugged in and integrated into the system.

Modular, Extensible: Minimize limits on upgrades in hardware and software. Allow for incremental system expansion of capabilities as the users needs and the technology evolves.  The user might start with a simple instrument suite (air, turn rate, electrical, GPS and engine data) and add to it over time as his needs and budget change.  More expensive modules, such as an Attitute Heading Reference System(AHRS) may be purchased at a later date.  The user can build or purchase additional modules at any time and just plug them in and then recompile his Display Modules with appropriate software upgrades.   He also can upgrade his Display Modules without having to replace his sensor/instrument modules.  The user can incremental upgrade his equipment over time. 

COTS:  Use of Commercial Off-The-Shelf(COTS) components where available and appropriate; fabricating circuits where necessary (such as the sensor-bus interfaces).

System Architecture

Modular, Extensible Architecture: The GlassCockpit will utilize one or more Display Processors(DPs)  and any number of Sensor/Control Processors(SCPs) communicating over one or more busses.  

Buss Architecture:  This system will be based on a common bus architecture. The various sensing devices (sensors) will broadcast their values onto the avionics bus. The display devices will selectively read these values and display the selected values in an appropriate manner.  This architecture gives us the flexibility to install any number of sensors, which can be shown on any number of displays. Multiple displays can show different aspects of the data, or redundant displays can be set up (eg. for pilot and copilot) showing the same data in a similar or dissimilar fashion.

Failsafe Architecture:  The system will be designed so that failures will lead to graceful degradation of the systems capabilities.  The pilot must be insured that flight critical information will always be available.  … instruments needed to fly safely for expected conditions after failures.  There must always be sufficient instrumentation so that the pilot can finish his flight.
Example Minimum Digital Instrument Suite for VFR

This example system is presented to support discussion and comparisons between minimum and more complex systems.  A complex system is defined in the next section of this document.   A typical minimum system might consist of the following:

Three Sensor Modules:  …assuming about 8 inputs per.  Sensors suitably distributed to ensure graceful failure. 

One GPS module:  Communicating via std RS-232.  It would plug into one of the MFDs.

One Main Multi-Function Display MFD Module:  …w LCD & input keys etc.  

One Secondary MFD Module:  …cheaper LCD & input keys etc.

There would be two MFD modules with the displays spread across them.  Failure of one means the other has to do all the work but does so by not displaying things you don't need to look at right now. 

Cost: of this minimum system should be  $1000 in parts or less

Example Deluxe Digital Instrument Suite for IFR

The minimum system plus the following:

Attitute Heading Referemce System(AHRS) Module: …
Auto-Pilot Module:  …
Advanced Engine Monitoring and Control Modules:  …you will just key in the power setting you want, "Jeves, set 70% power on the engine," and it will adjust prop, throttle, and mixture for the optimum efficiency that delivers 70% power at your altitude.

Advanced Nav Com Monitoring and Control Modules:  …

System Elements

Main Display / IO Computer capability and cost goals/estimates 

bus communications, recieving , sending and monitoring of bus health
- manipulation of sensor data 

display of information 

- 

self testing, exception handling ... 

Sensor Computer capabilites and cost goals/estimates 

8 signal channels 

bus communications 

In Cockpit avionics has operated from -20C to +50C ??
Busses

gluing two ethernets to a PIC is more expensive than the PIC itself. BL

might just talk about multiple buss types using a common messaging.  Why not do the AOE (avionics over ethernet), AO485 (over RS-485), AOC (CAN buss), AOU (USB), etc.?  The messages would be the same just the media would be different.

engine data on a single RS-485 connection.  air data on two RS-485 connections.  I am going to get downright picky about how I transport my NAV and AHRS data.  (BL)

Ethernet, you will find that, for packetized data, an ethernet driver is a lot simpler.  BL

We can actually punt the actual buss itself if we first settle on message and packet formats.  We can do initial testing with RS-232 or existing ethernet while we settle on the final physical buss.

We've had several proposals for bus design. RS-485 is one candidate.  Ethernet and CANbus are two others. One that no one has proposed that might warrant consideration is USB.  (Just throwing the idea out there.)  I had mentally dismissed Ethernet because I assumed that it would be expensive. I haven't looked at what's on the market, though, and it might be easy to put Ethernet on a PIC-based sensor board.  RS-485 is certainly cheap, and debugging could be done with a standard terminal program.  No one has mentioned I2C bus either, which is built in to many PIC chips. Or the SPI Microwire bus in other micros. Or AppleTalk, etc.

Brian seems to have a wealth of experience and knowledge in this area.  Brian, if you have the time, perhaps you'd be willing to work up a summary of the pros and cons of each proposed communications bus?  I'm prejudiced because I KNOW that I can quickly and easily get RS-485 to work from a PIC. I don't have the same confidence in my own ability with Ethernet. Another attractive feature of RS-485 and Ethernet is that they're built in to many SBCs. Brian, do you have any references to Ethernet products that we could interface to a microcontroller?

Processing power on the display side is not a concern to me. Processing power is cheap and there's plenty of suppliers. It's the sensor side, where we're going to have limited processing power and will want to reduce cost, that I'm afraid could get out of hand. Dual RS-485 busses are cheap and easy to program. Ethernet just scares me because I've never done it before. RS-232 isn't multidrop, so it's out.

-Matt

My original idea was that every device would listen and transmit on the two redundant busses.  Jeff reminded me about the failure mode there that makes it not nearly as good as I want.  So a rethink on the redundant bus issue.

The basic design criteria I came up with was that while there are multiple busses in the plane (I have three in my picture), any given processor unit is only wired to transmit on one of them.  Simple sensor modules (say built around a PIC) probably wouldn't even have a receive connection but if they did they'd only have one.  This is only a single RS-485 line, it's just that I connected the transmit and receive connections to different busses.

MFD's (and perhaps some other devices) would have to listen to multiple busses though they still only transmit on one.  I've drawn two in the picture but they might want to be able to listen to a second control bus too, I'm not sure.  I'm expecting the MFD to be a bit more expensive anyway, so the hardware for a second or third –485 line doesn't seem that excessive.

Now a simple system, where you're just monitoring engine parameters or air data where it's a backup to the regular mechanical airspeed and altimeter, would be just a single PIC sensor module with A/D inputs connected to appropriate sensors and an MFD.  The MFD would have an extra serial line that's unused.

If you wanted more reliability, you could put in a second PIC sensor module paralleling the first and connected to the same sensors but talking on the second sensor bus.  If you wanted to go even further and if it made sense, you could put in a second set of sensors.  For

instance, I'd really like a second complete AHRS.  I probably won't because the prices are too high but I'd like a backup.  Actually, I'd like a third one, say a different technology like the Seagull Technologies GPS based AHRS, so I could automatically figure out which one had failed.  Notice that none of this adds to the cost of the basic system, except the MFD has to have a second RS-485 port.  –Dave

…how we partition system functionality.

I spent some time just now drawing pictures and trying to separate send and receive directions to help partition things.  I'm not sure if this is what you were thinking of but you can see the picture I came up with.  
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But it is not meaningless.  You look at that portion of your velocity

vector that is projected on the plane that is tangent to the earth's

surface.  This will be meaningful for any pitch angle other than +/- 90

degrees.  At that point you cheat and use the roll angle for correction.

Turn Coordinator / Turn and Bank Indicator

All your gyro instruments, ATI, DG, and TC, are derived from your inertial

reference platform (three rate gyros and three accelerometers).  You won't

have a separate sensor so it just becomes a display issue.

All instruments must behave in a manner consistent with traditional TSO'd flight instruments.  Why?  Go check out a glass cockpit in one of the heavies and see what they look like and then ask again.

Buss message structure

Message and packet formats? 

Buss hardware

assume multiple RS-485 busses and proceed with the rest of the design.  Simple sensor processors only transmit on one bus.  More complex units may listen on one and transmit on another.  Display units listen on two.  This may not be the right way to break things up but the hardware is simple enough I think and figuring out if it's right is a good next step in the design process. -Dave

RS-485 Pro: seems simple, could be acceptable to the FAA (I know some people don't care about this), no hub needed, good noise immunity

RS-485 Con: slow, potentially heavy interrupt load on processor, limited number of devices on bus (though I think there are newer driver chips that allow up to 128 instead of only 32 devices), many multi-drop -485 busses assume a central control for access control (or am I confusing -485 and -422?)

Ethernet Pro: fast, usually much easier to program, already designed to be a distributed, no central control  (this is probably the biggest advantage I see), good noise immunity.

Ethernet Con: perceived as expensive, FAA certification appears extremely unlikely hub (I'm assuming 10baseT, the hub is also a pro in that it's a place to provide protection against jabbering nodes but it's

also an added box you have to worry about, pay for, install, etc), 

not feasible for PICs, maybe not even for 68HC11 or 8052 class processors

Ethernet Note: Note: Regarding the cost.  People are selling ISA ethenet cards for $19.95 so ethernet in and of itself doesn't have to be all that expensive.  That is if we're talking about rolling our own hardware and we're talking about processors with enough horsepower to handle an ethernet.  If not, I haven't yet found any_ SBCs with two ethernets. You could put two PC/104 ethernet cards in a PC/104 based design but those things are sure expensive for some reason.

RS-232 Pro: it's on just about everything

RS-232 Con: poor noise immunity the hardware is basically identical to RS-485 (different driver chip) so why bother

SPI Notes: If this is what I think it is, it's a polled system from a

central unit which also supplies the clocking.  I think you daisy chain out-lying devices together so if you lose one in the middle, you lose everything beyond that.

Appletalk Notes:  Isn't this RS-485?  Might be a really good idea.

I2C Notes:

CAN Bus:   I've been looking into the CAN bus, and I'm intrigued by it's error handling scheme, but I'm not ready recommend it yet.  JB

USB Notes:
Buss Development

We can do initial testing with RS-232 or existing ethernet while we settle on the final physical buss.  BL

Serial Translator Processor

The second is even simpler, a processor that interfaces between an RS-232 data source and the sensor bus.  Its first use would be to hook a GPS receiver into the system but the Crossbow AHRS has a -232 output as well as devices like Rocky Mountain Instruments air data sensor and engine monitor and others.  Again, a PIC ought to be sufficient. Those little buggers seem to be showing up in everything these days.

Processor/Display Modules(PDM):

Project: MFD Module. Here's one example of something we could just buy instead of build.

http://www.advantech.com/products/panel_pc/ppc-60.htm
http://adirect.advantech.com/pdf/PPC-60.pdf
It's problems are the screen is not nearly bright enough, it runs off 24vdc, it's only got one -485 interface, and it exceeds the VFR for under $1k budget.  But it is color and has a touch screen.  I could see wanting to add a shaft encoder or two and maybe some buttons if the touch screen didn't work out so well.  Another PIC maybe?  It could also handle listening to the second -485 bus and then talk to the 386 over the -232 line or even the parallel port.

Note, if we went with this add-on PIC to the main MFD computer, it could also be attached to any old laptop for development or experimenting thus keeping the initial investment down.

Beyond those there are all sort of fun possibilites like head mounted displays, an IR interface so I can download flight plans from my Palm Pilot and upload engine trend data, and a really neat blind, multi-channel nav receiver with on-board DSP and a direct connect to the sensor bus.  But just those three devices would suffice to build a very capable system I think.  -Dave

At least for the display side of things, a standard single board computer of one sort or another can be used.  The display can be a pre-made VGA compatible controller driving any type of display (LCD or CRT, big or small).  This provides quite a bit of flexibility for individual installations with one piece of software driving it.

if you want to, you can build your own custom display from chips, transistors, vacuum tubes, whatever strikes your fancy.  You can make it a slick "glass cockpit" style, or have an individual indicator for each.  That's the best part... it's up to you as long as it adheres to the common bus standards.  Steve

PDM Operating System and Software

data over a serial bus for graphical display on a PC notebook computer Windows 95/98/NT.

Which means it is totally unsuitable for anything serious.(Brian)

I completely disagree. Windows is in use around the world for "serious" applications. I don't see anything wrong with Windows other than cost (versus freeware OSes.)

But I think Brian and I will just have to agree to disagree on this point! -Matt

Mach OS 

http://www.cs.cmu.edu:80/afs/cs.cmu.edu/project/mach/public/www/mach.htl
The Gnu HURD OS, Gnu's full-on MACH-based UNIX.

http://www.fsf.org/software/hurd/hurd.html
PDM General Comments:

…Memory and processing power are cheap so do in software things that you might otherwise do in hardware(BL).

User Interface and Ergonomics

touch screen:

…I don't much care for even that. 

…I'm concerned about fingerprints and glare. (Finger oil glare, that is.  However, my experience with touch screens is that they are reliable, and if the interface is designed for them (large hotspots, no double clicking, etc.) it could work well.  Touch-screens are pricey,

how ever.

Are we going to correct for temperature or other factors that affect altimeter readings?  You offer the option.  You still want indicated altitude since that is what others are using. How are we going to display the altitude? A tape.

Sierra (http://www.sieraflightsystems.com) Interface:           …Very nice ergonomics

Push buttons with soft labels

a couple of rotary encoders knobs

a big bezel that you can steady your hand on. Works in turbulence. 

The nice thing about buttons with soft labels is that We will need some kind of stabilizing place for your

One comment on LCDs: sunlight-readable monochrome LCDs are readily available and cheap compared to color LCDs.  One way to bring the price down is to use a monochrome display(BL).

The "dark cockpit" concept says you don't need to look at anything that is normal so you can probably shed all your engine display and most of everything else.  For example, you want to bring up the engine performance displays when you are making engine power changes but they go away again after you quit moving the knobs. 

Under what circumstances?  How should the information be displayed?

Ps. Matt asked about activex's in another post. Here's a pretty good starter

set...available store-bought for cheap with no re-inventing required!

http://www.globalmajic.com/x_air.htm.  My own lib is not quite ready for

prime time yet but I'll keep you posted.(CA)

Software

Input/Controller Modules (ICM):

Project: This is a generic sensor procesesor.  This has some number (to be determined) of analog inputs and it just digitizes those analog signals, tags them, and puts the information out on the sensor bus.  The analog inputs should be configurable to handle resistance or voltage sensors of the types we're likely to use.  It seems this should be doable with a PIC, an RS-485 driver, and a handful of other parts.  A pretty reasonable hobbyist project.

ICM Operating System and Software

ICM Chip Set Options:

analog multiplexer

look at lots of different signals

A/D converter


with only one A/D.

PIC like processor others?

Communication chips? 

ICM General Comments:

Custom hardware, maybe a PIC sensor module level project but not the MFD.  Do you? -Dave

…$20 worth of chips on a 2" square circuit board for an Input Controller Module (ICM).

I would probably roll a little box that accepts a bunch of thermocouple inputs.  I would also roll a little box that accepts a bunch of voltage inputs, a MAP sensor, oxygen sensor, etc., and has current sources to turn a voltage input into a resistance input, e.g. oil pressure, fuel pressure, oil temperature, etc (BL).

…each type of box in the system could have a different CPU and OS.

Input/Controller Module (ICM) to communicate via messages. Display processors can either listen to or ignore any message on the buss so you can have many talkers and many listeners.  The talkers broadcast and the listeners listen to what they want to listen to.  So if your AHRS (via it’s ICM) is broadcasting and your engine monitor (via its ICM)  is broadcasting, you can have two identical Processor/Display Modules (PDMs), each programmed to listen to and display the appropriate information.  A little soft switch and your engine display can be pressed into service doing your primary flight display should the box doing primary flight display fail.

RS-485 bus option:  since many single board computers have RS-485 interfaces built in.  The ARINC-429 protocol mentions that you may use several different electrical specs including RS-485.  Multidrop RS-485 is nice for a buss.

Some of the single-chip microcomputers have the analog mux built-in making things even simpler but these tend to be limited to somthing like eight inputs(BL).

The goal would be to keep the cost of the little box down and then deal with complexity issues by using one or more of the little boxes.  If you have a really complex airplane and want to measure a bunch of parameters, you put in more little sensor boxes.  If you only want to measure a couple of inputs, you just need one.  If done right they can be built for $20 or so.  These become little building blocks for our system. (BL)

Aircraft Systems Data, Controls and Sensors

Years of flight with conventional instruments provides a baseline for our data needs and their accuracies.   It is assumed that the ranges and errors of traditional instruments are adequate and will be used to specify our sensor requirements for each and every aircraft data need

Sensed Data  and Control Requirements

Engine Data  and Control Requirements

Sensed Data
Sensor Type
Range and Accuracy Required

oil temperature
resistive temp trnsdr


oil pressure



EGT,CHT,TIT,ITT
J,K-type thermocpls


rpm 
pulse counter


carb air temp,  OAT



fuel flow
pulse counter


Electrical Data  and Control Requirements

Sensed Data
Sensor Type
Range and Accuracy Required

Volts



Amps
Shunt or Hall sensor


Bat. Temp, others



Air Data  and Control Requirements

Sensed Data
Sensor Type
Range and Accuracy Required

Static pressure
Integrated sensor 


Total pressure
Integrated sensor


Upper & lower wing pressures (AOA)
Integrated sensor


OA Temperature
transistor


static pressures  from 

altitude: cruise in the low flight levels, –1000 to 30,000 ft, 50ft accuracy, 1:400 sensor resolution 

fly over 200 knots, 

GPS isn't accurate enough,  errors of 500' are seen

it has to be pressure altitude as per FARs.

Vertical Speed Indicator (VSI): I was thinking about a trend arrow on both the ASI and the VSI.  For the VSI it would show you where you will be in something like 1 minute (feet per minute).  The ASI trend arrow would show you where your airspeed would be in 10 seconds.

Heading Indicator (HI): Do we use magnetic north or true north?  FAR says you have to have a magnetic HI

Misc. Data and Control Requirements

position sensors (trim, flaps, cowls, etc)

limit switches  (landing gear, doors, etc)

have built in oxygen

Flight Data and Control Requirements

Turn and bank sensor (one rate gyro?)

Simple Compass

Position Data and Control Requirements

GPS:  I view this as a very interesting sensor since it can give us inertial information (AHRS) using multiple antennas.  We ought to seriously consider that as the possible primary source for our attitude info and use the gyros as secondary or backup attitude info.

Attitude Data and Control Requirements 

AHRS and Attitude Indicators: ….these are major projects in there own right and I would try and buy this as an integrated package from a company like Crossbow etc.  These require a fair amount of accurate numerical integration and other hardware related corrections and gymnastics.  I'm not saying we can't tackle it but we have alot to do already.

GPS Interferometer

Available Sensor and Actuator Specifications

We need to convert Sensed data to either a frequency or a voltage in order to feed it into a computer.  Voltage, current, fuel level, etc.; resistive inputs are probably a special case of voltage inputs.

Binary Sensors

Used for  indicating the state of gear, sometimes flaps, speedbrakes, etc.)

Linear Sensors

Temperature Sensors

Pressure Sensors

Siemens Semiconductor 
Silicon Piezoresistive Pressure Sensor KPY 62-RK-KPY 66-RK

Features

• Low pressure and temperature hysteresis

• Fast response

• High sensitivity and linearity

• Fatigue free monocrystaline silicon diaphragm high load cycle stability

• High long term stability

• Built in silicon temperature sensor

• Metal housing

Symbol 
Pressure Range 
Unit Ordering Code

KPY 62 RK 
0 600 mbar 
Q62705-K319

KPY 63 RK 
0 1.6 bar 

Q62705-K320

Package: Similar to TO-39-3

Motorola Sensor Device Data

The MPX100 series device is a silicon piezoresistive pressure sensor providing a very

accurate and linear voltage output — directly proportional to the applied pressure. This

standard, low cost, uncompensated sensor permits manufacturers to design and add

their own external temperature compensating and signal conditioning networks.

Compensation techniques are simplified because of the predictability of Motorola’s single

element strain gauge design.

Features

Low Cost

Patented, Silicon Shear Stress Strain Gauge Design

Easy to Use Chip Carrier Package Options

Ratiometric to Supply Voltage

60 mV Span (Typ)

Absolute, Differential and Gauge Options

0.25% Linearity (Max)

Application Examples

Pump/Motor Controllers

Robotics

Level Indicators

Medical Diagnostics

Pressure Switching

Barometers

Altimeters

Figure 1 illustrates a schematic of the internal circuitry on the stand–alone pressure

sensor chip.

0 to 100 kPa (0–14.5 psi)

60 mV FULL SCALE SPAN

(TYPICAL)

Position Sensors

Attitude Sensors

If you have a full-on AHRS with accelerometers you can vector sum the accelerations along all three axes.  If the magnitude remains at 1G for some period of time, you now have deduced inclination and can use that to erect your attitude gyro and keep it erect.

Sources:

Crossbow AHRS   (http://www.xbow.com)
Insufficient data on the Crossbow AHRS but it is probably good enough for now (BL).  The Crossbow AHRS unit is $6500.  Their FOG unit is $8000. The AHRS unit also has a heading sensor that the FOG unit does not.

The specifications on Crossbow's web site don't include enough information, from what I've seen, to determine the applicability of their products to certain applications.

I talked to Sierra Flight System's two summer's ago at Oshkosh and they were using Crossbow's stuff.  This summer they were using something else, the price of their unit had doubled, and I became more interested again in building my own.  They said they thought they were going to be able to compensate for the cheaper gyros in software but, in the end, gave up on it.  -Dave

Watson (http://www.primenet.com/~watgyro/products/ahrs.html)
it appears that the Sierra Flight Systems EFIS products use Watson's AHRS

sensor.  Watson's web site does not indicate what kind of technology is in

that box, but it does not mention FOG technology.  (Then again, it doesn't

mention any other technology, either.)  -Matt

Seagull Technology (www.seagull.com)

GPS interferometry, the same thing the VLA in New Mexico does to get very

high resolution for radio astronomy.  So it's not multiple, normal GPS

receivers, it's a special receiver with multiple antennas.  … developed at Stanford …commercialized by Seagull Technology (www.seagull.com).  I have no idea what their prices are or if devices are available yet.-Dave   I saw a Long EZ being used by Lockheed for test-bed and surveilance work at Palo Alto airport a couple years back.  They were using GPS for attitude control of the aircraft (it was a sensor platform).  I asked the question and got the answer that it was accurate on the order of 0.1 degrees in pitch, and roll.  Beats the pants off iron gyros.  Brian Lloyd

Fault Tolerant Design and Analysis

Single Point Failures:  …no single point failure can take out the whole system, 

Failsafe: …is graceful degragation of capabilities.

power-on self test of bus problems:  ??????


Reliability: 

reboot an airplane in flight ????????

Redundancy:  Critical data should be distributed to more than one Sensor Module to insure graceful failures upon loss of any one ICM.  Each analog sensor wire could be split into n forks and connected to n black boxes if use warrants need for redundancy. This is a very cheap way to get redundancy of signals. Others include: redundant sensors, redundant busses, and various conbinations of all three.  Failure mode analysis will help us sort out what is the most cost effective conbination of methods for different kinds of GlassCockpits. (simple to complex). 

Examples of Redundancy:  …one sensor module drives two busses. It just needs two serial ports.  …redundant sensors. …raw information being broadcast or multicast on the avionics buss and then any device that decides it wants that info would read it off the buss and digest it.  You get interesting redundancy that way but it is a two edged sword.  The data can easily be made redundant but the buss may not be. 

Cross Checking:  When an instrument/display's inputs can be derived from more than one sensor, cross-checks should be implemented to verify that the multiple sensors agree within a specified range, and when they don't agree, the 'suspect data' condition should exist and be reported. 

Fault Detection:   The system must be able to sense when the data it is receiving is either suspect, known to be unreliable (and, if possible, the degree of reliability), or failed, and indicate this … detection must be present at some level.   …two of everything and the values are compared if they are not close enough an error is present in one of them.
Fault Containment:  Some failures can cascade through the system causing others.  For example, certain failures of the bus will may cause all signals on the buss will be lost.  Unless such failures can be tolerated, some other route must be provided for at least the critical signals.
Fault Reporting:  the system has to let the operator know that something is going wrong and not to trust the readings. ….a message is posted to the pilot.  Then the pilot has to figure out which 

numbers to use.

…physical redundancy in our buss between our various processors?   Each Sensor Module would transmit identical data on both busses.  Each receiving module would listen to both busses.  This allows you to detect partial or complete buss failure and still ride through multiple partial buss failures with no loss of function.   For example, talker 1 loses buss 1 and talker 2 loses buss 2 but listener 1 still hears talker 1 on buss 2 and still hears talker 2 on buss 1, so you haven't lost any functionality.  Listener 1 can probably deduce that the failures are on the talkers local interface to the busses.

Likewise, you can make some of the boxes routers so that you can ride through partitioning of a buss.  This may be overkill but it pretty well eliminates the worry that you won't get your data.

There is no reason why a few critical sensors (turn & bank, AOA, oil temp, oil pressure) could not have a backup analog display as well as providing its signal to a "sensor processor"

…Or…

You put multiple displays on the buss system and you have your redundancy.  In fact, if you have two display processors and prioritize the displays, you can immediately move critical display info from one display to another. This is a software thing that doesn't require any special hardware to do.

… need physical redundancy in our buss  between our various processors?  Yes.  At least we should allow for it; that is, all devices which connect to the data bus should have dual parallel bus connections.  One of the neat possibilities of an expandable system is that it can expand.  If you had 90% of the capabilites of your panel traveling over a single data bus, than a single failure could lose you 90% of your panel.

One possibility for a lower cost sensor processor which is connected

to less critical sensors, is that it only has one bus connection.  If

you want redundancy, you have to install two sensor processors on

different busses, connected to the same sensor or not as the situation

warrants.  But all display units would want to be able to monitor both

busses; those are likely to be more expensive boxes anyway.

-Dave

the bus redundancy issue. A lot depends on the low level physical bus implementation. For example, with your typical async serial over RS-485 setup, a firmware bug in one node can bring the whole network down with great ease. Just duplicating the bus will not help this much. I don't think it's the bus transceivers and the wire that we need to worry about, so much as how we partition system functionality.

This one has bothered me for a while since I don't have a good answer to it.  Even when we were talking about ethernet, and had bandwidth to spare, just the interrupt load of someone going berzerk would be a problem.

Fortunately, it's not a problem that's likely to be very common, a reasonable testing procedure out to get it, but I've seen it happen with network protocols so I know it can.  I once fielded a poor

implementation of a routing protocol that would completely saturate a 10Mb/s ring net for a half hour at a time.  Be wary if any packet coming in can trigger one going out.   Dave

Failure Mode Analysis

Things break, it's a fact of life.  (JB)

It had better behave very well or it will get a spanking. (BL)

Critical Failure Scenarios:  ... need to think up quit a few critical failure scenarios and design for them.

Data Bus Failure 1:  Let me paint the following picture: You're cruising along happily when, do to some low probability sequence of events, the return stack in a PIC overflows, (they're only eight deep) and the code runs off into the weeds.  It starts trying to execute the data in a lookup table as program code. One of these bytes looks just like the instruction that jams a one into the output bit that controls the RS-485 driver. The whole bus locks up tight, and your panel displays never update again. Sure popping the breaker for the offending box will clear this type of fault, but which one is it?   

Analysis:  Critical Sensor data needs to be distributed to some number of ICMs and from there to one or more PDMs.

Concern: The additional overhead of a second bus, in terms of development and hardware costs, could well exceed its value if we're not careful.     Ans:  The parts cost is minimal and I don't want the failure of a single chip to cause all my gyro displays to go away. I expect the vibration and temperature excursion of flight to be more of a factor than the traditional "it failed on power up." That failure mode is no where near as common as environmental failure modes these days and we are talking a pretty hostile environment 

Concern: I DO want to build a robust system. But I don't want to let this project spiral out of control. My personal vote is against redundant buses. On a multidrop RS-485 system, the danger of one sensor bringing down the entire bus could be mitigated by individual circuit breakers/switches for each sensor.   Ans:  Let's look at the cost in terms of development time and cost before punting the redundant buss. It may turn out to be almost a no-brainer in which case it would be silly not to support it.  …a single board computer that has TWO onboard RS-485 ports  …adding the appropriate drivers to a standard serial port.

a slow buss (RS-485) and a fast buss (ethernet)?  Finding boxes with one ethernet and one serial port is a no-brainer these  days. The two busses have different characteristics and failure modes.
Just an idea.(BL)


Standards Discussions

This section highlights some of the issues surrounding the various standards that have been proposed for this project.  Sometimes all the high tech talk of standards leads people to believe its high bucks as well.  It needs to be kept clear that low cost and good design are not exclusive. 

Concern: The ARINC standard might let me put just about any jetliner box in my aircraft, but c'mon... I'm not gonna put a 747 part in my Zodiac.  That standard was written to address a completely different set of requirements than ours(MM)      Ans: No, it wasn't. It was written to allow devices from one company to be plugged into and talk to devices from another company in a standard fashion. That is what we are trying to do here too, only the "companies" are different people here working on different parts of the problem. The chips needed to build these busses cost under $10 per box and they give us lots of expansion capability.

ARINC-429 protocol can be done with a PIC?

Check out this URL for more info: 

http://www.arinc.com/Ind_Govt_Srv/AEEC/drafts/98-012.pdf
